


Goals

* An inside view of the technology used for face recognition
* An introduction to Al

* Where Al is playing a role in the face recognition process
» Uses and abuses of face recognition





https://www.facefirst.com/blog/how-face-recognition-evolved-using-artificial-intelligence/

Face recognition used In



Difficult task because of

» Facial features such as beards, mustaches, and glasses may or may not be present and there
IS a great deal of variability among these components including shape, color and size.

» Pose: The images of a face vary due to the relative camera-face pose (frontal, tilted, profile,
upside down).

» Facial expression and emotions: The appearance of faces is directly a ected by a person’s
facial expression and emotions.

* QOcclusion; Faces may be fpartially occluded by other objects. For an example, in an image with
a group of people, some faces may partially occlude other faces (face identification).

* Image orientation: Face images directly vary for di erent rotations about the camera’s optical
axis.

. Imagin? conditions: When the image is formed, factors such as lightning and camera
characteristics a ect the appearance of a face.

* Age: Images taken after one or two year’s gap may not match with the images in database.
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Basic Principles

 Facial recognition uses specific landmarks of the face such as:
 Distance between the eyes
« Width of the nose
e Depth of the eye sockets
e The shape of the cheekbones
* The length of the jaw line

 This makes the faceprint , stored in a database
e Determined using 2D image






There are other ways to encode the image

« Simple pixel encoding




3D face recognition, or video



How It works

Detection
Alignment
Measurement
Representation
Matching
identification




Where Is Al ?

* In the matching process: compares the image taken with a huge
database



3 component



Al needs TONS of data

* Images come form different sources:

» Facebook/Apple/Google/Microsoft/.... Store millions of person’s
face

» they use it in their face recognition BI™N
Algorithm
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Algorithms

* The core of the process
e Each question will need a different algorithm

 But... without good data, an algorithm is
useless

In mathematics and computer science, an algorithm is a finite sequence
of well-defined, computer-implementable instructions, typically to solve =~ i
a class of problems or to perform a computation | -
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https://en.wikipedia.org/wiki/Algorithm
https://en.wikipedia.org/wiki/Mathematics
https://en.wikipedia.org/wiki/Computer_science
https://en.wikipedia.org/wiki/Well-defined




Many face recognition libraries, mostly open
source

e opency
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Facebook data: over 400 meg of data

* Places you visited
* Photos shared
e Videos

e Search history
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Data

* I[n order to learn you need data:
» Detecting spam ? Get tons of spam messages
» Want to forecast stocks? Find the price history
e Want to find out user preferences? Parse their activities on Facebook

* There are two ways to collect data:
e Manual : very expensive


https://www.washingtonpost.com/technology/2019/06/21/google-chrome-has-become-surveillance-software-its-time-switch/
https://www.wired.com/story/google-location-tracking-turn-off/

Features

* These are the parameters used for machine learning

o Variables like car price, temperature...
e But what about cat images? Maybe the ear shape...







Neural networks

Used for :

* Replacement of all the algorithms
above

e Object identification
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Neural networks

Mimics neurons and
synapses in the brain
(very bad analogy)

It’'s more like a network
of functions and links

Many interconnected
layers
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Old idea rediscovered
because of GPUSs since
IS very computationall
expensive

Many open-source
libraries available no
(tensorflow, pytorch)




Some areas where Al Is already at work

Waze, google maps: uses anonymized data to estimate the traffic

Uber , Lyft : for ETAs for rides, estimated meal delivery times on UberEATS,
computing optimal pickup locations, as well as for fraud detection.

Google: for detecting spam.

Turnitin: plagiarism detection using a similarity algorithm.
Mobile Check Deposits

Credit Decisions

Facebook: suggesting new friends via face recognition
Voice-to-Text

Create music work

Detect breast cancer as good as expert.

Chatbot
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